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The present study explores the ethicality, utibiiyd risk of using personal social media accouatsget
candidates in the employee recruitment processs @tticle details a class lecture and corresponding
group activity. The student groups were requiregédorm a social media deep dive on two individual
viewed as job candidates. Special attention wad fzaselection of the correct candidates and inftion
that cannot legally be asked in a job interviewtl@f seven student groups, five groups selectedrit
profiles for at least one candidate, while identifyreasons for concern or competitive advantage#&zh
candidate.
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INTRODUCTION

Social media sites such as Twitter, Facebook, YbeTinstagram, and similar online outlets present
users with a variety of options by which they charg information and connect through mutual intsres
However, social media has evolved far beyond making maintaining personal connections; it also
provides a platform for businesses to reach consume a global scale. While it is often utilized to
advertise products and services, grow larger coasbases, and engage in other public relationgites,
organizations are increasingly turning to sociadimeo recruit and vet job candidates. In factjualg
conducted by the Society for Human Resource Managef2016) reported 84% of organizations were
using social media as a recruiting tool, and 43%ewsing a combination of social media sites arishen
search engines to screen job candidates, a pralsesknown as “cybervetting.”

While there is justified debate over the legal attdcal implications of cybervetting, one can aasil
understand why hiring managers and human resoHiRE frofessionals engage in this practice. Research
has shown that employees — both current and formh@ve a substantial impact on the reputationsef t
organizations, and consequently can heavily infteeihe perceptions of key stakeholders and consumer
(Cravens & Oliver, 2006). The intrinsic characttess of social media provide employees with the msea
to voice their unfiltered opinions in real-timeygig them the ability to reach a large audiencenivit
seconds. In addition, dissatisfied employees hagmaing number of outlets at their fingertips thgh
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which they can express work-related grievancesuRRogocial media sites such as Twitter, Facebaod,
YouTube often provide the venue for this. Howewame sites, such as Glassdoor.com, are specifically
designed and marketed to encourage current andefoemployees to anonymously review their
organizations. If negative, this type of exposuae evolve into much more than a simple public iehest
issue; it might also result in decreased consumest,tserious and sustained damage to a company’s
reputation, and in some cases, legal liabilitiesr(t+et al., 2015). Ultimately, all of this has {h&ential to
negatively impact an organization’s competitive autage, and the risk is multiplied when one conside
the viral nature of how quickly information can disseminated across the internet.

On the other side of this debate are social mes#iestand, for the purposes of this exercise, jekess.
While some might consider personal information tied been voluntarily posted online to be “fair ggm
others have aptly pointed to the fact that manyasmeedia users do not have an adequate understandi
of how to manage their privacy settings, and oféeinto comprehend the extent to which the inforiorat
they post online is publicly accessible (Gelinasalet 2017). This could result in what is knownaas
“disinhibition effect,” in which users present thesives in ways they would consider embarrassingd- a
would ultimately avoid — if they knew the publia (a this case a potential employer) was watchBg€r,
2004). These are important factors to consider,theg demonstrate the ethical complexities involied
the practice of cybervetting.

Many undergraduate students will enter the job mtaidr the first time upon graduation. Others will
be utilizing their degrees and education to furtheir already established careers. Some will &ezome
hiring managers themselves one day. Given this citucial to recognize the importance of teachivegn
about the ethicality, utility, and risks involved using personal social media accounts to vet dates
during the recruiting process.

ETHICALITY

In general, employers have a legal right to useasowedia platforms in the recruitment and scregnin
process. While that is true, there are still somestjons regarding (1) the fairness of using souiadlia
for recruiting and screening, and (2) the applisaexpectations of privacy (Clark & Roberts, 20109r
the most part, Americans have an expectation gapyi, believing it is a fundamental right. Therefgob
seekers are often under the impression that they im@re legal protections than they actually domibe
comes to the right of privacy (Davison et al., 201Research has shown that applicants are being
scrutinized more and more on social media, but a@figut half of them are even aware of this fact.
Additionally, many of these job candidates beli¢lrat despite the fact that their profiles are paijpli
available, they have a right to privacy (Vicknairad, 2010). According to Davison et al. (2012je t
majority of employees think that their personalisbmedia profiles are none of their employers’ibass.

Some studies have shown that the younger populsgiems less concerned with privacy when it comes
to social media, as opposed to their older couat&spThis does not indicate a lack of concern ratlter
points to the fact that this younger generatiomaswilling to sacrifice their participation on satmedia
in order to separate their professional and pefdores (Sanchez et al., 2012). In fact, Hazeltowl a
Terhorst (2015) found that more job candidatesaateally including social media profile informaties
part of their applications to encourage HR profasais and hiring managers to review their profiles.
“Hence, stated expectations of privacy appear t@draewhat inconsistent;: employees generally want
privacy from unintended employer eyes, and yet 8i@re a significant amount of personal information
online, knowing it could become available to empl@yand others” (McDonald et al., 2016, p. 544).

While employers may have a legal right to use $anidia in recruitment and screening practices,
some ethical dilemmas may arise. There is relewdotmation that can be obtained through social imed
such as professional credentials, work history,ethatation. On the other hand, there may be infboma
that is irrelevant to the job, but could undulyliince the perception of a candidate without the HR
professionalor hiring managerrealizing it. Hazelbn and Terhorst (2015 posited that most of the
information on an applicant’s social media page rbayinconsequential, but there may be information
relating to protected class status or other a@#vinot related to the job that could cause problem
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Ethical dilemmas tend to arise when HR professwdadcover questionable or offensive content via
social media and must decide what to do with tisdavery. Sprague (2011) found that lifestyle conse
are the primary reason candidates are eliminatéolMiog a social media screening. Evidence of #leg
activities might disqualify a candidate without igig the employer any moral anxiety, but othersrareas
clear cut. What about disparaging remarks aboutique employers, prevalent alcohol use, excessive
cursing, rude comments, or extreme political &fibns? While some might consider this behavior
offensive or socially inappropriate, is it ethitaldisqualify a candidate based on these issues?

As social media platforms have grown in size anglarity, this has created another conundrum. Can
the HR professional or hiring manager independerghfy the information found on a candidate’s pabl
profile? A cursory search for a name on Faceboajhtmieturn over 100 profiles of different individsa
who all have the same name. How does one know ®haoking at the correct profile? Additionally,
scholars have found that some job candidates hese thhe victim of identity theft. These job seelares
being scrutinized by employers who have no wayoofficming the profile’s authenticity, and they llike
do not even know the fake profiles exist (Broughttal., 2010; Hazelton & Terhorst, 2015).

Even if the authenticity of a candidate’s socialdiaeprofile can be confirmed, the screener runs the
risk of fundamental attribution errors. Without theoper context, forming opinions based on negative
depictions of a prospective employee on social medght lead to the ill-informed rejection of a fied
candidate. Brown and Vaughn (2011) use the examplhich a picture of a woman asleep on a bathroom
floor was shown to a conference panel. Some asssheetiad consumed too much alcohol. In discussing
alternative explanations, the panel discussed dissilpility that she might have a medical conditibat
caused her to fall asleep, or the possibility thabuld be a joke between friends. It is impossital know
for sure without the context, and most recruiteysdt present candidates with the opportunity e
themselves (Society for Human Resource Manager2@h6). Unfortunately, there is virtually no schfar
guidance at the present time to provide recrudetsring managers with best practices or direciitihese
situations (McFarland & Ployhart, 2015).

There are some who believe that the use of so@diaror informal online background checks are an
invasion of privacy and harmful to society. Accoiglio Segal and LeMay (2014), “...if you wouldn't gee
into the applicant’s window at home, why look iiig or her postings on social media? It's temptng,
not the best ethical choice” (para. 28). Othergelelthe practice is perfectly ethical, due to fiet that
social media gives applicants a place to showdasgd that may not be conveyed effectively throtigh
traditional resume or application, such as spedkitls or past projects (Hazelton & Terhorst, 2015
Vicknair et al., 2010).

UTILITY

Accordingto McFarlandand Ployhart (20195, HR functions such astraining and development
recruitment, and selection have the potential toelvelutionized by social media. However, the wtibf
social media as a tool for recruiting purposes ddpeon its ability to help HR professionals idgntif
abilities, skills, and knowledge of job-relatedksi$or potential employees. While HR professiorrase
increased the practice of using social media foruigment and selection purposes, only two outive# f
actually believe that looking at a candidate’s abiedia profile can provide information that cetiably
predict potential and performance in the workplg@eciety for Human Resource Management, 2016).

Social media is typically utilized by HR professads for screening and recruiting because it takes
minimal effort, is cost efficient, and provides tfaesults (Davison et al., 2012; Jeske & ShultZ1&0
Slovensky & Ross, 2012). Because of this, many ldRadments are struggling with whether or not to
incorporate social media into their recruitment daakbnt management strategies when the scholarly
research to provide them with best practices ituaily nonexistent (McFarland & Polyhart, 2015).
According to McDonald et al. (2016), HR professierfael that the organization and its shareholders
be protected from negligent hiring by profiling joandidates to ensure they have a clean onlinemes
In fact, a Deloitte LLP ethics and workplace surveund that 74% of respondents agreed that an
organization’s reputation could easily be damagedarial media (Girard & Fallery, 2010).
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In addition to ensuring a clean online presencethaan justification often cited for online profitins
the ability to verify information provided by joleekers (McDonald et al., 2016). According to Maurer
(2017), there is a growing trend in falsificatioms application documents, cover letters, and resume
Chauhan et al. (2013) stated that court rulinggesigcybervetting, including the use of social raewi all
part of due diligence in determining whether or jofit candidates could potentially be a liability fm
organization.

While social media might be useful and cost effitighere are legitimate concerns regarding the
credibility of online profile information. Is it edly effective to use social media to attract gyali
candidates? Is social media a legitimate tool t@web seekers’ information? Research has shdvan t
social media users often curate the informatioriggzben profiles to portray themselves in a mortdtang
light (Davison et al., 2012; Kluemper et al., 2012his means applicants’ ‘regular’ behavior may he
captured by such information despite argumentléaontrary, requiring HR managers to assess whethe
their impressions based on online profile inform@atimatch offline behaviors or reflect impression
management efforts” (Jeske & Shultz, 2016, p. 539).

According to Kuncel and Tellegen (2009), individualill often manipulate their online posts based
on their intended audiences and what they feeloieraocially desirable. For example, a studenhgyyo
impress a potential employer might “fake good,’post inaccurate positive information about himself
appear more favorable to employers. On the othed,ha student trying to impress other students tnigh
“fake bad,” or post inaccurate negative informatadyout himself to imply excessive partying or other
behaviors that comply with group norms. Based agséhonline manipulations, an employer might
eliminate the second candidate, not knowing thatdtity, that person does not engage in thoseviaisa
Meanwhile, the first candidate would likely be viedvin a more favorable light (Davison et al., 2012)
“Considering HR professionals’ admitted use of abgiedia as a tool to assess candidates’ persenalit
this evidence pointing to misrepresentations ofattar calls into question its utility for such pases”
(Legler, 2017, p. 27).

RISK

There are currently no legal regulations or statgreventing HR professionals and hiring managers
from using social media platforms for screening eswuiting purposes (Hazelton & Terhorst, 2018). |
general, communications online are not grantedstmae protections as their more traditional offline
counterparts: “...few protections are afforded to kyges or prospective employees who reveal their
digital personas online on the basis that theyparelishers in a public realm™ (McDonald et alQ26, p.
543). The Equal Employment Opportunity CommissiBEQC) has cautioned employers as it relates to
using social media in HR. While the use of socialdia for recruitment and selection is not explcitl
permitted or prohibited in anti-discrimination lsiition, there could be adverse effects or disparat
treatment based on how the information gatherad ficocial media platform is used (Equal Employment
Opportunity Commission, 2014).

IMPLICATIONS (UNCONSCIOUSBIASES)

“Public profiles allow information that would nogélseen on a standard paper application, which sause
legal issues to flourish” (Hazelton & Terhorst, 80f. 54). Researching a job seeker’s public socedia
profile may reveal certain demographic factors #ratnot relevant to future job performance, bovjae
answers to questions that are illegal to ask orafmiications or during interviews, such as raegional
origin, marital status, age, religion, sexual aigtion, gender, disability status, or whether drthey have
children (Jeske & Schultz, 2016; Thomas et al.,.520Regardless of a user’s privacy settings onasoci
media, the user’s profile picture is typically pigblwhich means that a lot of this information abile
inferred from the picture alone, even if the pmfd set to private (Brown & Vaughn, 2011).

Research has also shown that, even unintentionaiyges can occur, causing recruiters to target
candidates who are similar to themselves. Wheanites to selection and recruitment, this could magan
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HR professional or hiring manager views a candigatee favorably due to something as benign as a
common interest, such as a sports team or hoblaseThiases become more problematic when candidates
are targeted because of similar attributes, sugender, race, religion, or another sensitive deapigc
(Roth et al., 2016; Smith & Kidder, 2010). “Unfontately, informing us about our biases doesn’t seem
help us make better choices. We tend to believevthde others fall prey to such inconsistencies, w
ourselves are immune to them” (Bazerman & Tenbdu@2641, p. 37).

Due to the fact that hiring managers and HR prafesss are likely to view a candidate’s social naedi
profiles and pictures, it can reasonably be coradittiat some type of discriminatory bias has theril
to occur during this stage in the recruitment psscas skin tone and name are readily apparenv(Bet
al., 2017; Van Iddekinge et al., 2013).

According to Chauhan et al. (2013), HR professio@afue that their opinions in the recruiting and
selection process are not biased by informatioandgg an applicant's membership in a protectedscla
and the discovery of that membership via socialienedll have no disparate impact on the processkele
& Schultz (2016) shine the light of skepticism aistline of thinking:

...It is somewhat questionable to what degree HR grnsacan effectively forget and
disregard information about an applicant’s ethgieid race, gender, health, undisclosed
disabilities, sexual orientation and other highdpsitive information often available on an
applicant’s social media profile. (p. 540)

ASSIGNMENT

After a lecture and class discussion on the etitycaltility, and risk of using social media in the
recruitment process, the students were assignegjecpto reiterate the principles covered in classhis
particular class, the students had already beeagsigned into groups. Each group was given theeaam
of two individuals to view as job candidates. Theups were to act as HR managers doing a sociaamed
deep dive (Facebook, Twitter, Instagram, and Yo&)un the candidates to see what information they
could find. Each group had to present their candigléo the class along with all of the informattbey
were able to find from public and private profil@scluding whether or not they had identified tlogrect
social media profiles of the candidates). The gsdugd to explain whether or not they saw anythivag t
would cause them to not hire a candidate, or whethehot they saw something that would give the
candidate a competitive advantage. Special attentis paid to information that can be found onaoci
media, but cannot legally be asked in the intenpescess (marital status, race, children, sexuahtation,
political affiliations, religious beliefs, etc.).

TABLE 1
ASSIGNMENT RESULTS
Group Candidate #1 Candidate #2
Correct Identification of No ves
Candidat
Concerning profile pictures, usePictures with #drunk, several
Reasons for Concern or to - ”» i
1 Disqualify Candidate of N-word, cartoon depiction of political posts with
gang activity and drug u #hatedonaldtrun
Competltlve Advantage to Claims to be OSHA Certified Friendly dlsp03|_t|on, fights
Candidat for equal right
Correct Identification of ves NoO
Candidat
2 Reasons for Concern or to
Pregnant N/A

Disqualify Candidat
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Group Candidate #1 Candidate #2
Competitive Advantage to Positive attitude, college Seems to be a well-rounded

Candidat educated, stable personal individual, lives a happy il
Correct Identification of Yes Yes
Candidat
Reasons for Concern or to Seems a bit wild, multiple A few political posts on

. ) . pictures flipping the bird, no job Twitter account, but nothing

3 Disqualify Candidate ;
experience longer than one y outrageou
. Loyal employee with stable

Competitive Advantage to Seems energetic job history and longevity

Candidate with her current organizati

Correct ldentification of

Candidat Yes Yes

Pregnant, travels a lot and
will want time off, some
moderate to strong political
leaning:

Strong political views on social
Reasons for Concern or to media, covered in tattoos
Disqualify Candidate '

4 (including face and neck)

Talented artist, web design
Competitive Advantage to experience, computer support  Spiritual, goal oriented,
Candidate experience, small business positive attitude
ownel

No Yes

Correct Identification of
Candidat

Recently married and likely
to be starting a family soon
as indicated by post about a

Scheduling concerns due to

Reasons for Concern or 10 recently being married with two

5 Disqualify Candidate

children : :
miscarriag
Competitive Advantage to Seems responsible and Seems to be stable and
Candidat profession: hardworking
Correct Identification of No ves
Candidat
Reasons for Concern or to N/A N/A

6 Disqualify Candidat

Competitive Advantage to
Candidate

No political posts, family

oriented and athletic (team Family oriented, recently

married (stability)

player
Correct Identification of ves NoO
Candidat
7 Reasons for Concern or to  Questionable taste in attire, Some pictures of social
Disqualify Candidat some political pos drinking
Competitive Advantage to  Enthusiastic, successful real . . .
. : Social, family oriented
Candidat estate busine

Upon completion of the group presentations, stuglertre made aware of whether or not their groups
chose and evaluated the correct profiles of thdidates. After all groups had presented, the dessissed
the fact that several groups found information twild not be legally asked in an interview, evenrf
profiles that were set to private. The class alsou$sed the fact that several groups made judgserabaut
potential candidates based on the wrong social an@difiles.
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CONCLUSION

Given what is known about the increasing use aeggbence of social media in everyday life, it is
important to evaluate the ethicality, utility, anisk involved in its use for targeted purposeshsas job
recruitment and selection. Regardless of the questand concerns surrounding it, the reality id tha
cybervetting is utilized by an ever-growing numbghiring managers and HR professionals alike,tarsd
is not likely to change. Therefore, it is imperatihat we educate undergraduate students — whgoviti
be job seekers, and possibly hiring managers thegesene day — on this topic. It is, however, calith
incorporate the perspectives of both those engagiogbervetting, and those who are the subjedt of
order to equip students with the knowledge neededzake informed decisions regarding what might help
or hinder them during the job search process. &kércise is designed to be a key component of that
education, and the nature of its practical appbcais likely to have a lasting impact on the stugevho
participate.
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